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This tool is devoted to detect and to provide early warning 
of physical intrusions into energy system facilities including 
power plants, substations.  

The system tracks potential intruders via advanced 
algorithms to manage cameras: any alarm is processed and 
associated with a list of possible intrusion hypotheses on 
the basis of an encoded set of rules. Powerflow analyses 
estimate the impact of any attack scenario on the grid and 
suggest operational practices to limit the impact itself. A 
drill at ČEPS premises provided raw data to validate the tool 
performance. 

 

 

 

An adaptive multiagent-based load shedding algorithm is 
proposed to mitigate power system blackouts using various 
types of IED (Intelligent Electronic Device ), improving the 
frequency response with respect to conventional schemes. 

The defence support tool integrates a dynamic security 
assessment tool with a Case Based Reasoning (CBR) 
algorithm: after the analysis of many network scenarios, 
and large set of contingencies (assessing possibly needed 
remedial measures), the  CBR is able to find an appropriate 
measure for critical contingency in an electrical network to 
avoid black out.  

Physical Security Management tool 

Advanced Defence, Restoration Support 

Test bed for restoration support tool validation 

The restoration support tool, based on Generic Restoration 

Milestones (GRMs), has the following features: 

• overall objective is to minimize the system restoration time 
• optimization techniques compute solutions for different 

restoration tasks 
• adaptive construction of restoration strategies. 
 

The tool has been developed for both system restoration deci-

sion support in on-line and off-line environment. 



The on-line risk assessment tool elaborates probabilistic 
models for threats, component vulnerabilities and 
failures, identifies the most critical components in current 
conditions (exploiting the cumulative sum screening 

method) and provides a list of most risky single and 
multiple system contingencies. This approach 
complements conventional N-1 security analyses 
performed by TSOs in on-line environment.   

The response of the ICT/PS system to these contingencies 
is evaluated using both a quasi-static cascading engine 
and a time domain simulator. The combination of 
probability and impact leads to defining different risk 
metrics used to rank contingencies themselves.  

The prototype can also evaluate the effect on uncertainties 
of initial power system conditions on the risk indicators: to 
this purpose a Bayesian sequential MonteCarlo is used to 
estimate the probability distributions of forecast errors of 
loads and renewable power injections over the time 
horizon of interest.   

The planning support tool exploits the Self-Organized 
Criticality (SOC) property of power systems to detect the 
most critical branches  (i.e. most frequently involved into 
cascadings), thus orienting more targeted actions both in 
operational and grid expansion planning. 

 

Electric power systems are vulnerable to different threats, 
ranging from natural disasters to deliberate acts of 
sabotage.  

Increasing amounts of renewables, wider and wider 
interconnections and critical dependence on the 
dependability and security of ICT systems make the effect 
of the above threats even worse and more widespread than 
in the past.  

In this context Transmission System Operators (TSOs) 
strongly need:  (1) jointly-agreed methods and tools to 
assess and manage operational risk, complementing 
conventional approaches to security (e.g. N-1) and 
analyzing the ICT/power interdependencies; (2) physical 
security management tools to increase protection on 
sensible targets;  (3) support tools for an effective defence 
and a fast restoration of power systems. 

The AFTER project (2011-2014) proposes innovative tools 
to answer these needs.  

Why AFTER ? 

Risk assessment tools in AFTER have a wide application 
range, from long term planning to operational planning and 
real time operation.  

The methodology used in the global risk assessment tool for 

on-line operation starts from classifying the possible threats 
(natural vs. man-related; internal vs. external with respect to 
power system boundaries; intentional vs not intentional).  

The conceptual framework for global risk assessment is 
based on the bow tie-model describing the relations between 
main causes and consequences of an unwanted event. 

 

Risk Assessment tools 

Bow tie model 


