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%”FT ER Physical Security of Substations

X Power substations :

Physical attacks involve:

Unauthorized access;

Vandalism and terrorist attacks;

Asset protection (most common case: copper theft);

Service reliability:
o Loss of load;
o Partial or total blackouts.
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U As critical components of the electric power system,
substations are essential for its reliable operation

U Thus, it is important to protect substations from
external physical threats.
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Attackers cut AT&T fiber -optic
telecommunications cables:

Snipers opened fire on the
substation;

Shooting for 19 minutes, attackers
knocked out 17 giant transformers;

A minute before a police car
arrived, the shooters disappeared
iInto the night.

Cost:

Over $15 million worth of repairs;

27 days to bring the substation
back to service.




Empty wire coils and the fence (in
the background) with a barbed
wire cut by the thieves.

U Thieves steal copper in

different forms and locations;
U Earth wiring Is an easy target.

Stolen earth wiringg.

Broken fences.




%”FT ER Copper Theft & Vandalism

x Copper theft:

0 BCHydro crew and RCMP investigated a copper wire heist that
iInvolved:

A Two utility poles being chopped down;

A Three attached electrical transformers opened and their contents stolen,
along with the connecting cables.

x Vandalism:

U A power outage was caused by a break and enter into the Hydro
One substation on Scott Road;

0 Almost 20,000 power customers in Sarnia -Lambton and Chatham -
Kent, had no electricity for several hours.
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%”FT ER Physical Security of Substations

x Why substations?

U Unstaffed,;

U Can be locatedin remote or mountainous areas,
U Hard to reach quickly;

U Vulnerable to malicious physical intrusions.

X Current response to physical intrusions:
U Trigger an alarm;
U Wait until the security personnel arrives




%”FT ER Physical Security of Substations

X Problems:

How to protect thousands of substations spread out around the
country?

Who is a threat?

What needs to be protected?
How to protect it?

How much does it cost?
Who is responsible ?
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X As a result, the protection of the electrical system requires
that an owner/operator use a systematic, comprehensive
approach to the development and design of a physical
substation security system.




%”FTER Contributions

U The substation physical security monitoring (SPSM) system is
developed and implemented,

U Tracking capability is developed for the video surveillance
system;

U Analytical and computational foundations are established for
monitoring of physical security at substations;

U Industry experience from TSOs is incorporated,;

U An actual drill at a critical substation was conducted through
close industry collaborations;

U Proposed algorithms are validated with data acquired from the
drill .




AFTER SPSM

U Substation physical security monitoring (SPSM) system:

Operators

1. Behavior analysis,

2. Decision-making.
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%”FTER Intrusion Classification

X Four types of intruders:
Thieves;

Disgruntled employees;
Vandals;

Terrorists .

;
;
;
;

X Targets and trajectories:

U Various types of intruders target on facilities
located Iin different places of a substation;

U Thus, their intrusion trajectories are diverse.
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%”FTER Intrusion Classification

X The sequential decision problem of designing
an optimal intrusion path:

U Can be modeled as a Markov Decision Process (MDP);

0 Assuming that the substation environment is fully
observable and stochastic for intruders

X The substation area Is modeled as a 2 -D grid
environment.
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%”FTER Intrusion Classification
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